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FRT-CNN, SEIAEAARZ (1) P
2.3 ETEAREZHR CNN RUAEE

FRT-CNN #4 gt F2 25 = b h i ad 32 T2 R 45
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CNN 4% 2 SE00 50 , T AR 228 01 25
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1:n = card(I) ,N = card(S,)

2. fori =1:n

3. x; = preprocess( )

4. X, = h(x;)

5. end for

6: fork=1.N

7. freeze(S, - L,)

8 T, =T,.

9. while(T, > T,..)

10 forj = 1: epoch

", WO = e aC(s;tf-w)
ow

T
ab

13. LY = (w959 .0,)

14. Sﬁ(j> = update(Sﬁ(j_”)

15, if C(S,") < €(s,")

16 Sy = 8,9

17. else

18; if exp((C(S,9") - €(S8,"))/T, >

random(0,1)

19: Si=8Y

20. end if



- 1134 - ode Tk S %38 &
21, T, =rxT, ARSCR 2SR B 23 55 5 D RO R o o o
2. end if X R MEMR AT PPAL . RIS A, R T
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T B IO S A A BIOHE A AR T B, IR A B
£ BRAE AT, [6)— W 48 0 1 22 B e da A Sl 371
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SR B UE A SCHRE A8 B Ak $H =0 g i i
SR AR B A 2 Rl Al By A A ) B
XF 2.2 FR TR R A R £ S5 R R AT T I Sk B
R, B3 7R A R FH A () Ak B 7 3 5F, 453 2K pR &
AR AR MRS SR BB L, 45 R B, e AR ] G T
REEF LA INGREE 551, SR A SCHE R i B
TOAL R 7 VR B 458 K pR B S0 B e e, 285 20 42
U BIN 5 T LA AR B AP A9 458 2K eR M 5 181 3a)
7 AR R A A SR B I R A0 R I A SC R 1T L
RIR, SR FHASSCHRE 0 5 T4k B 7 o e, A 7R
HERG 2 T B e i, IR I AT 95% 2247, 7E 3
Ry, #4585 BR TR E WAL
T BT IZRPT S CNN 4328 88 0 4 B4R 0 2% Uit o
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1.00}
% 0.90F
2
@
% 0.80F
—m— SCERL 12D 40 BE T 3
0.70¢ —o— CHR[16 1AL BE Ty %
—— AT T I
0.60L__ .
0 10 20
B2
a)  BEEHESIGRERR
1ol —m— SCEROI2 T BE 7 8
’ —e— CHRL16 WAL B
—— AT T
0.8
£y
k3]
K
ﬁ 0‘4_
0.0

10 20
B2 e
b)  HREBUESIIGRER R

B3 [ Fdh By 12 AR v A A S 45 % R EORT L

R4 FREBAEBHETEAGEILL BA:%

s k[ 12] SCiER[ 16] ES'S
A . . N N
WAL WAL WAL EE T
flowtype 1 98.53 97.65 98.24
flowtype 2 99.84 99.41 99.41
flowtype 3 84.59 88.85 93.77
flowtype 4 63.38 59.15 85.21

RS FEVAEBHETEBZEILL BA:%

s SCEk[ 2] SCER[ 16] AL
T . N N
TALEE A WAL WAL EE g ik
flowtype 1 96.55 98.23 97.95
flowtype 2 87.78 85.81 94.25
flowtype 3 99.23 98.19 98.96
flowtype 4 81.82 91.30 93.80

3.3 ET FRT-CNN WEGUEIRE S KD

5 UE FRT-CNN AR 73 A HERPE A SCLL sub-
set2 B FHE PG DY) AE AR A TR AT 244 5
B FRT-CNN WA BN 25, 353 3 Bt 146
subsetl , subset3 FBEFF B 2 52 A BUISE DD
Dy VER BARGUSRII ZRAE AT FT-CNN BERL ) 3
I8, 5B DY 5 DE) % FRT-CNN A5 R 47

P RMERRPEREERL . BRI AL ANIA 4 s,

CNN-FFT CNNE#
CNN-SVM  — FRT-CNN
PRy S — CNNAA
B |
Z os
E - -
041" /7T -
V4
0.0/ L L L
20 0 %0
] Rt 8
a)  subsetl FEAR[AJ5 LT MR HERIR
CNN-FFT CNNE#
CNN-SVM  — FRT-CNN
BIEY T *fJNNE#E -
0.8 '
N
s
% 04/ TN S
0.0

20 60

40
] Rt e
b)  subset 3ZEA [ J5 % N AR AERR

Kl 4  FRT-CNN 5 R I 2 S 560 i A

ARSCERBEER T LIS H F G /INEEA /T 85 2 ) 5
TN AT L 3 A FE I TR SR 9 R ik |
CNN-SVM J7#:1"7) CNN-FTT Jri:l"™ . Hoh 3L 50
P B 2 1) 7 1 %o Bt A A I L 32 11 o i 1Y)
B A WSS Ay K B PR A S b SE A i A AT B4
£, CNN-SVM Jy 32 38 1 7 U6 400 35 50 4 1 1)1 25
CNN BERIVE Ay FRAF 4R BUAS , IF LA SVM 43 528 5 e
S SR 25 A i s CNN-FTT 38 5 4 i
YIZE CNN H 43 2 I S EUS S5 - TR 4G |, O 3
T H bR A A ST A2 S B A 5 A A
SCHR DL 1) 8 3 A I A 8 5 A B A I Sk A R
CNN Y B2 T H R ATIRE AR 7326 10 7 3k (AR S
Fr R CNN B8 H) 52) 26T H ARS8 58 4 Bs 4 o8
YIZRA L) CNN R E bR AT R A 23 2 1 7
(B R CNN E) VA SR, DL kA
2.2 g LK) CNN 2544, S50 HH 2 S BRI 3 3
W, BRI ECH 60 38, 452575 1k B AE H bR 4R
MRRAE (DY), D) R A R B U 2R 50
AL IE OLAnE 5 Fis

I WELAT LA B, 7E 2 A4S B ARSI 4
ANTR] D5 122 BT S HU A A A e ity AR At A, AT
WA b SR 45 8 9], Hoh >R CNN A4 J7 i
B, SRR R b TR B fe b, FETE SR 20 2SI



- 1136 -

odt T ok K

¥ 438 &

FRT-CNN jJl| 255 KU

|

(1) (3)
DT_lrain/DT_lrain

FT-CNN| |[FE-CNN

T T

1
FRT-CNN i}lléﬁ,ﬁﬂ|—-| %&ﬁ%ﬁ'ﬁl

BENik

(1) (3)
DS,train/DS,lrain

FlS5 25207 D AE H ARSI 1 i B A i

KT 7% LA A Tk s . R
T oEAE 0y BAR s I R AR AT 25, B AT IA K B
F VARG ME, RIT CNN B8 AE 5 i, B &
YIREe B3 n , HAR R ER R AES 10 e 2k 3)
2N 40% , 2 )5 BB I 4R 58 B S T 542 F
K, IFFESS 60 FeUNZR)E % 28 20% LT, IR IR7E Ti%
T CNN 4328889 T IR ATUsUCBE SR AT 4%
Bl N ZREe R S T B T A, SR H
BRSS9z A e 32 Ak 5 1R F B A S0 S A0
LY AT R R T i A M kA H
P st BEXE AR IE X H AR SSURRAE 25 (8] 1 7 35
BEXF A3 2 a2 0 48 TSR IF R BAR L] 3R A5 1
R UER R LN 45% /A7 .

e 3 KA rik v ¥ LB ZRS () CNN
PILAA I Ry 2 I e A, PR i e U 4005 1 4 2
VERG R A s T A 3 Fhos vk, ik 8 40% A 4,
Horfr CNN-SVM J5 iR B8 1 Bl 25 CNN B ALY 3
TRGER AU B 4 4 7 42 2 19 SVM BE AU #E 47 5 )|
G, R IS0 P b, L [ s L R el 3R A A 8
AR, K 70% 747 . CNN-FFT W3 i 38 T30 45 2

SE

WRES SO , AL T N2k CNN T 1) H bR 45
(RRIE SR IEE ), FE— R R R T T A %
HISEIRE] 75% L) I, A SCHr & FRT-CNN 7%
D38 5 72 2 R R 45 B CNN WO s dE— A R T
FEIAYILE, W F7E FT-CNN P AR 2364 3
JZ(C1.FC1 . FC2) , A 7 328 J2 ik VR 45 1 1 o] ok
W ERIER R AL 3 DB SE—BTBENEE 1 B
S5 A, R C1LZROAR B, s RISk T
65% Fi AT 55 I BL A 16 B 24 36 B i, M
FC1 JZ TR B B, B AR B RSB IR T+ 2 70% 72
B =B 37 #E 60 56, FC2 EMOM B B,
AR WER R LT 2% 54

4 4 &

N AR N 28 i b RO AL RIS 1 1 4 4 i
DRI SRTIAEALB R 2 PREE T | T4 AR SRR
M, DRHEE T AL G~ ~T B B PR 5 3 0 L3RG 552
PRILHT . AR S H LU AS 2 2] J5 ik A R/ NREAS 2
AL 4 O A P ) TR S e R A B
R U A A e £ Dy i E R A D 2 B 4 IR 45 114 B
AN SRJE T8 3 T 2 e S92 A RR M 22 I 28 40) L A
TR Ha I, e PR B IR0 245 IR Y 18 2% 1 1 %o S
BRI E YR AR & FRT-CNN AT 55 AL 28
SR I AR ) I BT 4R D7 ik Y AT AT
ARSCAE PR A BL 2 ) 28 B0 B b AT T S o0 A
GERFWIA ST $E 77 1% Al LA S B ) A o0 246 O
PEFEZ B RR I RS , T 7E H AR sk 2 dls SR AR
oA IR AT DA R 2 HER R

(1] ERE. MAERERPTTE[M]. dEat.: ER7 R A, 2013
HUO Dajun. Operation of Network Swarm[ M ]. Beijing: National Defense University Press, 2013 (in Chinese)

(2] #—2&, T, MOEE. HLE LA R L SR BERE [ J]. BfFaiz, 2016, 27(1) : 96-111
LIANG Yixin, CHENG Guang, GUO Xiaojun. Research Progress on Architecture and Protocol Stack of the Airborne Network
[J]. Journal of Software, 2016, 27(1): 96-111 (in Chinese)

[3] NGUYENTTT, ARMITAGE G. A Survey of Techniques for Internet Traffic Classification Using Machine Learning[ J]. IEEE

Communications Surveys & Tutorials, 2009, 10(4) . 56-76

[4] MOORE A W, ZUEV D. Internet Traffic Classification Using Bayesian Analysis Techniques[ J]. ACM Sigmetrics Performance

Evaluation Review, 2005, 33(1) .50

[5] WU K, KE J. A Scheme of Real-Time Traffic Classification in Secure Access of Power Enterprise Based on Improved Naive

Bayesian Classification Algorithm[ C] //IEEE International Conference on Software Engineering & Service Science, 2017
(6] TRME, PhAR. HET C4.5 PSR IR 702807 [ 1], B4, 2009, 20(10) :2692-2704



%5 5 1 EVE, 2 - ANINZRREAS 26 PF T O BLER I 46 0 R0 O ik - 1137 -

XU Peng, LIN Sen. Internet Traffic Classification Using C4.5 Decision Tree[ J]. Journal of Software, 2009, 20( 10) :2692-2704
(in Chinese)

[7] TONG Da. QU Y R. PRASANNA V K. Accelerating Decision Tree Based Traffic Classification on FPGA and Multicore Platforms
[J]. IEEE Trans on Parallel & Distributed Systems, 2017, 28(11) : 3046-3059

[8] CAO Jie, FANG Zhiyi, QU Guannan, et al. An Accurate Traffic Classification Model Based on Support Vector Machines[ ] ].
Networks, 2017, 27(1); el1962

[9] SUN Guanglu, CHEN Teng, SU Yangyang, et al. Internet Traffic Classification Based on Incremental Support Vector Machines
[J]. Mobile Networks & Applications, 2018, 23(14); 1-8

[10] WANG Wei, ZHU Ming, ZENG Xuewen. Malware Traffic Classification Using Convolutional Neural Network for Representation
Learning[ C] /2017 International Conference on Information Networking(ICOIN) , 2017 712-717

[11] WANG Wei, ZHU Ming, WANG Jinlin, et al. End-to-End Encrypted Traffic Classification with One Dimensional Convolution
Neural Networks[ C]//2017 IEEE International Conference on Intelligence and Security Informatics (ISI), 2017

[12] F5B, FEE, B, 25 LT RESBMZ MK ERESISTEE[T]. mE2AR, 2018, 39(1) : 14-23
WANG Yong, ZHOU Huiyi, FENG Hao, et al. Network Traffic Classification Method Basing on CNN[ J]. Journal on Communi-
cations, 2018, 39(1): 14-23 (in Chinese)

[13] PAN Sinno Jialin, YANG Qiang. A Survey on Transfer Learning[ J]. IEEE Trans on Knowledge & Data Engineering, 2010, 22
(10); 1345-1359

[14] SHIN H C, ROTH H R, GAO M, et al. Deep Convolutional Neural Networks for Computer Aided Detection; CNN Architec-
tures, Dataset Characteristics and Transfer Learning[ J ]. IEEE Trans on Medical Imaging, 2016, 1(1): 1285-1298

[15] J& e, SRS, #%5. BRBIEMEEDIFRLRR[ )], PR, 2017, 40(6) : 1-23
ZHOU Feiyan, JIN Linpeng, DONG Jun. Review of Convolutional Neural Network[ J]. Chinese Journal of Computers, 2017, 40
(6): 1-23 (in Chinese)

[16] 28, W4, FhIF, S8 S T2 R0 2% i AT PUMEORBEFE[J]. PUNIREA244], 2017, 54(5) @ 959-964
LI Qin, SHI Wei, SUN Jieping, et al. The Research of Network Traffic Identification Based on Convolutional Neural Network
[J]. Journal of Sichuan University, 2017, 54(5) ;: 959-964 (in Chinese)

[ 17] SHARIF Razavian A, AZIZPOUR H, SULLIVAN J, et al. CNN Feature Off-the-Shelf; an Astounding Baseline for Recognition
[ C] //Proceeding of the IEEE Conference on Computer Vision and Pattern Recognition Workshops, UH, USA, 2014 806-813

[18] JASON Yosinski, JEFF Clune, YOSHUA Bengio, et al. How Transferable Are Features in Deep Neural Networks? [C]//
Advances in Neural Information Processing System 27, Montreal, Canada, 2014, 3320-3328



-+ 1138 - W odb T ok ko E R

B
gl

Airborne Network Traffic Identification Method under Small
Training Samples
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LYU Na', ZHOU Jiaxin , CHEN Zhuo , CHEN Wu
1.School of Information and Navigation, PLA Air Force Engineering University, Xi’an 710077, China;
2.School of Cybersecurity, Northwestern Polytechnical University, Xi’an 710072, China

Abstract: Due to the high cost and difficulty of traffic data set acquisition and the high time sensitivity of traffic
distribution, the machine learning-based traffic identification method is difficult to be applied in airborne network
environment. Aiming at this problem, a method for airborne network traffic identification based on the convolutional
neural network under small traffic samples is proposed. Firstly, the pre-training of the initial model for the convolu-
tional neural network is implemented based on the complete data set in source domain, and then the retraining of
the convolutional neural network is realized through the layer frozen based fine-tuning learning algorithm of convolu-
tional neural network on the incomplete dataset in target domain, and the convolutional neural network model based
feature representing transferring( FRT-CNN) is constructed to realize online traffic identification. The experiment re-
sults on the actual airborne network traffic dataset show that the proposed method can guarantee the accuracy of traf-
fic identification under limited traffic samples, and the classification performance is significantly improved

comparing with the existing small-sample learning methods.

Keywords: traffic identification; convolutional neural network; transfer learning; airborne network
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