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Model for Malicious Node Recognition Based on Environmental
Parameter Optimization and Time Reputation Sequence

TENG Zhijun'*>, PANG Baohe®, SUN Mingyang®, XIE Luying’, GUO Liwen"

1.Northeast Electric Power University, Key Laboratory of Modern Power System Simulation and Control
& Renewable Energy Technology, Ministry of Education, Jilin 132012, China;
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Abstract: Wireless sensor network ( WSN) works in a complex environment. To interdict the malicious nodes
which attacks the safety of network, such as interrupt attacks and selective forwarding attacks, based on TS-BRS
reputation model, a model for malicious node identification based on MNRT-OEP&RS algorithm is constructed. U-
sing the linear regression of machine learning and combining the energy of nodes, data volume, number of adjacent
nodes, the node sparsity and other deterministic parameters can solve environmental parameters. Then the similarity
of between the benchmark reputation sequence and cycle reputation sequence sets the dynamic reputation double
threshold are calculated in order to identify the malicious nodes by dynamically considering the information forward-
ing behavior. The simulated results show that the improved algorithm can guarantee the security of wireless sensor
networks in complex environments effectively with above 90% recognition of malicious nodes and below 8% false

positive rate.

Keywords : wireless senor network ; network security ; environmental impact; linear regression; dynamic reputation

double threshold

© 2019 Journal of Northwestern Polytechnical University.

This is an Open Access article distributed under the terms of the Creative Commons Attribution License (http://creativecommons.org/licenses/by/4.0) , which

permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.





