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Android Malware Detection Based on API Pairing

GUAN Jun', LIU Huiying', MAO Baolei'*, JIANG Xu'

1.School of Automation, Northwestern Polytechnical University, Xi'an 710072, China;
2.Zhengzhou University, Zhengzhou 450000, China

Abstract: Aiming at the problem that the permission-based detection is too coarse-grained, a malware detection
method based on sensitive application program interface( API) pairing is proposed. The method decompiles the ap-
plication to extract the sensitive APIs corresponding to the dangerous permissions, and uses the pairing of the sensi-
tive APIs to construct the undirected graph of malicious applications and undirected graph of benign applications.
According to the importance of sensitive APls in malware and benign applications, different weights on the same
edge in the different graphs are assigned to detect Android malicious applications. Experimental results show that

the proposed method can effectively detect Android malicious applications and has practical significance.

Keywords: Android; permission; application program interface ( API) ; malware detection
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