2021 4F 4 A
39 BE 2 M

[ DA N e 3

Journal of Northwestern Polytechnical University

Apr.
Vol.39

2021
No.2

https.//doi.org/10.1051/jnwpu/20213920448

— M EFEHEER Android 2 F E# 0 7 %

ar
AN

RER, FHEE, FRTF

(LPEHE TR Mg 242, BerE P4 7100725 2. E D REAT R BE A IR A, dbat 100192)

B O NAREE B K5 T A I E Android F AT & A W94 AR £, ASILA AN
Pl 77 AR R 0 2 AR BN 2§ SO M AR R &, Rk i AR AUBE S A T 09 % R, A xT i
1A, 32t — AP K T 45 M AR L 9 Android 2~ R AX A B A 77 ik 4R 4E PDG ( program dependency
graph ) AT B % 35 )G 04 5 AL /P2 6, IR S X BRF €L 4% R €L 45 A ARl 15 XA SRR R 13 A
HAFAE GBI A0 2 Bk R0 QAT JEIRAE RN R Bk, A TINGE A T R SR 0 KB 5 RAE

B, % 7 ik ARAE N AR A b B B RIR B0 B i T3 3 o TR, LR A3 0 T AR G b

;li ﬁ% iﬂ:%?;%%/ﬁ)ﬂ ;ﬁf‘ﬁ@;&\\)ﬂ/?r-
FE 5SS . TP309 XHERARERD A

ARk gl I T SRS KRG 8% s e R 45
Wi T s K . Android (19T 37003 4 H W42
L EHEESRERE S E T S, H
Android -5 (14 1 F % 4 ) Sl A sk 7™ 7, T i
AT B AW A AF L LR E MRS BN AR
FPz ik,

ik BB A7 P R AR B, K
Android 3% N FE 8 o 5T A 07 50 (R
FRATINA B G 126 9 15 &% o7 R I B 4 4 0F 4%
) SEBUR DI RE R, P T B R Rk
“IEH G 0T BE 2 58 AN IV B OL T i R
B M Bl sz 2 0 de . L, Android i FHHFE T
FEATKM E BN Android [ FH 22 4= 4508 1) — AW
FI

T LR EH M (R EIFESCR 1AL 55
Kt Android I F 2 76 FF & 2 & b il B A AR S
JBE R AT B AT LA 5 ik ARG I T 2 3
R 2 AR A e AR 3 78 43 A X G 10 45 28 1) 2 i
{EAE Y i N FHRR 3 A W B 2 R AR J2E S AN BT
PRI ST A A R 5 2 eR 2 ek
T ARSI A TR

BEXF LA 7 iR B R AR SCHRE Y — b 3 T 254

18 B #9:2020-04-12

X E 4TS :1000-2758(2021)02-0448-06

FRAIE B0 2 AR 2R A0 Tk, &85 MU BE 14 7
P Y A A ARG o3 M 55 AR JE ) AR R AR LR A2, XF
JO7 R 22 A AT ARG DR SE  Ar 5 5 37 17
TR 23 PR 2 | AR N ) 2 T T L A o 7
{8 7N

1 BXIE

A Android N FHEE AT A AG I Ty vk 04 2 AR D B
TN S A PR I 14 IO 2 28 A A A A , 73 I 1 B
HRPERBIEAT N — BRI, T AT RO HE
B, BRI oL A A I (RERE THSR B IR ) B
LRlIIPOE SE P85 Gl we ) NITE=E =54 &7 & 0 NIt I |
FHRBEHR A A7 22 5 AR RCR . Android B H
IARAFAE T F 28 FHACHH PR X 8 7 B3 1, 1 ™
HRN

EL A — 207 B A 44 SR 2O o
A28 FACRS SO g RS, ol BB T T RN AR S
BOR AR AR 2 A 2 OB A S 75 2
KREANTSE QA g a1 R
] AL 4 B B R

BEETR . FHEHRRPIFEES (61672433 ,62074131) 5 E F % & &4 (MMJJ20170210) %8

PEF T A5 (1994—) 2, VAL Tl R 21 - wEse A | R BT R 2845 B 28 42 MRS sl L HI 22 2 F 5

BREEE BT (1980—) , PUAL Tk RAZBY BRI ST 51, F2 2 M2 5 B L 4B

e-mail ; lixiaoyu@ nwpu.edu.cn



552 1

OB, A — PR T AR RLPER) Android 23 AR DN J5 ¥ - 449 -

FEXFRXAR O, 2 B R i T 2 T R
SCHRL 6 ] 52 4 i3 1 I #2 JF J5 AN AndroidManifest. xml
TC B SCAF Hh A B A5 AR 3 o 3ok S B I AR
R AR 2 R T, (HIZ07 SR A R A
Xf HEHHURLEE | 28 5 th BB = 1912, SimiDroid £
WCEE T W R e AL | U SO B ARRALE T it
IXSEREHEAN 53 BT 1 FH AR e 22 1] R AL BE | 38 o A
M ZEFEAT T 5007, S T B R RER T
FR[ 8 ] B My 2 e 9 1 ) SC B APTs, 1) T 18] i 28
P 245 MR L B S A e FEA T AL 3, O Android
5 =05 PERY SRR M f At T — o i S

2 ETEHBUERN L HERD

A PEREIN AR AT AL AR R 208 . DR R
TSR A2 B AR 23 A 5 QR JBE , DR I 7 7
N o AR SO ARG 759 1 1) R R A0
T, % & Android )W HI 22 B AL B HEPE , 23 M AU 1
(1 A 5% 530 A S5 s R A AR AR £,
PRI SOOI APT R AEHEAT HHORLRE U3, 98 RS
PRI

-1

LB EE

% B
Android il ES bis) b'a [ ;Lg
wp | far| || |4 AL i
wea| |ml (o B[] %0 [
Bl il LB %

'3 ol

N EANREd

‘|_ R 2 MO LB 5

&3 /A RS X o g

WKL s kil i 7% 32 240 4% 5 P8R kb
B 5 Android N 25 B Af P 45 B 20 5 5 55 R BB
FALEEEL, FIH PDG™ i At 25 A RS 14, i EL S
TR IR 5 1) TR Ry 2 H P A i 5 G 45 4y
AR TR BT H s 530 A 450, 5 L
Xof G AT KR FE A8 AR BLRE 3555 AR 46 4 A 4B EE 3
A BRBURAS SO APT VR A S, AR A A 25 4
MERS I TS A M ARRLRE s 2 F IR 732 A TS5 AL A DA
BESY KRB A
2.1 TukbiE

A SCAH FH apktool T HMY 7 443% Android 1
TP 2B A ARAFZ NIRRT 1 T R L 25, G4

Androidmanifest. xml | %% J§ 3C 4 5 DL B 2043 A 1)
smali FCHH S
22 SHXREFEIER

B R AL AR P AR AL . L HE S A
. FEEBELE NIRRT A B e 5 A A4Af
TEBGRP GRS, ARSI & %
SRR OIRE R S, EAAS S A EL
PSS H. [, AR5 A AR AR 2
AR Ktk 5 a2 ]38 U8 A 5
A Te) ] FH O 2R %0555 1 AR T 0 Ay i 32 3 FH P
W RS A LA RS BT LA 5 SRR LB
THRTHAE, S

N // \\_//

K2 T e

W 2 iR, A SO PDG J7 40 85 1 A H )
FEBEFETEA MR, R AL S /Y smali 3C
4, RS A 22 8] AR i HL A B (TR FH B B L,
EE 0 E N A H TR, 8 B = R SR E A
FHEAL
23 B4E£MALEITE

A5 R EARAS AL h, SCfE B S5 AR S0
M5 TE O, Android U AL 254 S5 44E R 58 S0
ARG AL, v RIS R . iR 3 R,
AL FER T S (TR HREN A (TFR) AR
BRSO A SR TR BE A B

~—®EO
— %1
d b e
A TR .
o 41 -—HE3
o R

K3 ALt R



. 450 - iode Tk K

¥ 9439 &

O FAE R B 2wl h R P 08, A i O e e
P ESRRAZ M A 25 A 2 i R 2Rk, [A]
B IEFTEOLT A RVER A PR Z [ B 25 A 25
WIS AR O, T LR b, e A L
B R AL AN G2 22 A AL A5 R ARARLEE , DA
FELA 3 S0 B B 55 A AR R BE A 15 1 0L

2NEE P, P, MRS A EE R0,
1], H

Psim(Pa7P[7) =
aP, (P,,P,) +pP,, (P,,P,)
P (PP +P, PPy Y
X P, (P, P) HEHF AR P, (P,,
P,) A SO AR AR . o5 BIRIEE 2 2553 A A
IR JEFEA[0,1] , Ha+B =1,

A3 B S A3 Ai AR LB ff AR N BT AT B S8 43
AIEO, TR 2 4 BB G2 [a] — TR BE G0 1) B S48
E2EHS B, PRI R PO i AR .
i BINA AR AR LR, SRS R 2 n0 B o A
FELEE | € S

& ‘Mm' - Mbi ‘
1;4mfo—2@—]m+ij (2)

K. D, 2 BT R H SRR EEYU R BER
fH;M, 5 M, 730500 2 A B A% IR BEGO i H
AR
5543, B 5543 A AL EEARAL, AR A A1 AR A
JER 2 A LR G2 []— TR FE G smali S A% 55
ZH S B, & SN
‘Nai =N ‘
S e

Dy
P, (P,.P)=3 |1
blm]:*( a b) 2( ij + Nbi

Dy 3 2 A~ AR 4 v RS S 1A 2
KA. N, 5 N, 2 A AR SR 0
SRR,

ST T, [0,1]) , ik 2 H A o]
REAREE(PL((P,.P,) < Ty) (I, MR AR
S ALEE HHEEUORL, ORI S H B
P 5% 5 SRR S i VR 35 B e, 1
1tk
2.4 REBLEHIEHEITE

VO TR 161 smali PO SC SRR {00 B 52, 7
AR RE AR B SCPF VG, B4 AU SO PFAAE
FHE BATY LA AR50, RT3 46T smali SCHEL
BV L SCRFRHAE ,J5 3 76 SR I 37 45 46 A0
PR B I 2 A LR G AL 25

2 AR SCHARRURE T35 5 S0y R S R 1 [
b, AU Simhash 835 454 Android fR5
SR AR SCHRRAE . ELAR A A BRI T

1) 1 smali SCHF, 48313 % 19 32 4~ Android
APT I PR B A AGE

2) SBIE R A AP Y 64 7 M AE, FE il
kI

3) WA E A A BT AR AN 0, W 4
AR A, A 1 R A

4) s BANFTA 32 M H A5 R

5) $EfiFE R b — A A R A R U,
Bk O, IEfHEE N 1,

SE_E R FRIE T RIS AR SRS TS
WA smali SCUERG 64 7 — JEHIFFAERD

ARA AR BN ST AR AR A0, H S50 A o 3
filt, 33 DE B4R BE 0 1 B ) S AR B BE 5 4R A5
SCUFARARLRE A SCff AT AL A9 SimRank ™ 3155 5
B, S PR H SEALEE 2 A

nmwwap=éa;%§nmxmwp<m
Xy ¢ HBRREGS, 58, 82 A B4
— GO T E ) sk Y RITRESN BN 0 2
2 MBS LM R KIRE 0, 5 0, 4051 5 M1
FUARFREM T HTF T HAT S BE,
#0,M0,K0,F, (S,.S,) R0V, 5V, &R
ATETES,,,S,,) SRR HE(F, F,) B
Fsimkﬂ(spm-,Fbj) = O’Fsim/ﬁ](Fa[ ,Sl’hj) =0,

[l Hsf, T AR A% AR AR Ky

F,,. (F,F,)=HAM(F, F,) (5)
X, HAM(F,,F,;)) /R hamming FH 25, B SCXF
FOARALEE S 64 A — SRR AE RS A TSURA B B

BRTF AU BT, e 2 A T 4

(TRZARAS H 58 ) Z IR AHRUEE
F..(P,P)=F,(S, .S,)

NRAESZE

a AR SO RS S5 AR F o (P, ,P,) 5

Zo o RURL B 07 16 (R A0CHE PR v 2 T R A L A, 1R 2

ANEMH Ty Mo T JERYR[0,1] 0 2SR an T .

1) F(P,,P,) RTETFT, WEEXZI A
BIINFR AFNRHNTL IR, HEPIT T4, 1A
—ANICER , AT R YA F I s 28 R e E AL
HRT 1,088 F, (P, P,) BRI,

2) & F,.(P,,P) RTFHT T, MR KFE

(6)
2.5



552 1

T, A IZ AL A BOR AT RE S A 2 FH 26 1 B
BB SO, 10 R A5 B R B A0 D 2 Pl 5

3) A LR ZR AR AR, AR i B2
£, ZHIRERILEL, AHUE R, IR AT
JEAMULAL, NI BRI , 75 W T2 0 2 F AL

3 LEER

31 XWRESHESE

S 3 R WER < /N B EAIE DA AR SCER R A
N5 125 B AR S RE 5 BRI 3273 B T 375 v o7 P
JP A 20 P P 1 B ST 155 190 R R B RS AR AT |y 1
RECHBEHE PR ) o SLH s 4T M8 — B B A Think
Serverfli 55 %% (Intel Xeon E3 .64 GB 17,1 TB ffi
) o MRZIIRBCE, SR BRI 2 4

AN N R TIoE AE NS O = A U3 € S o
200 > APK 223, 25 N TPkt 5 4k, 3L B
368 U8 FHPEALAE T £ 7 332 4> SHAL WA 4345
WA A, 3 B 44 A4

a0 B C T4 08 53 A 20 HHTUREHE 257 4%
MBI B 4R . B 4 ITUBUN 1]y 2016 4 3
Az 47 REREWN S A ERN T, LR
fitf 105 985 I~ APK 2% fu, i ] 392 GB fifi <[]
JI A 3 I 2 i RS E AR T AR IE R APK %
ST IR N T (BIANTRAT ) o 75 248 A,
2 RN FH AR P % 3k AR R AR B 17 B0, A SCRY %
I B A A 5 TRk, 34 SR R
32 iEMIERR

A SCAF FHAS 2R (true positive rate, TPR) 5 %
e (false positive rate, FPR) /E i PE4 pr 2 1 5 7%
fetr, £ 12 X352 MEM R E NS5,
e AR i, BA [ —f A4 (B AR 22 S g AR £
TCEENE T2 T AT RO . 44 A5 N T 0326

Fx1 FNSEEX
BN AR
BRI T R B

MRS NIk 6
P B SSEE S AR

W

==

= =353

R, = (7)

S, E M TSI Android 23 RN J7 v - 451 -
B X
Ro= -t 8
TP+ Ny (%)
33 BRH

i P/ IN RS 0 TR B3 90 4 5 T S BB 4
o,B,C, T, fH S XFBE(T, 1 T,) #4755,
F2 AEBEXNTHENER

V5] {1 % kb EsE Ry Ry
T,=0.70,T, =0.70 43 0.80  0.08
T,=0.80,T, =0.80 122 0.82  0.07
T,=0.80,T, =0.85 189 0.88  0.05
T,=0.85,T, =0.90 265 0.94 0.0l
T,=0.90,T, =0.95 330 0.98 0.0l

FEEAERINER 2 R, BEE 2 WURE M,
Ao A 1 B AW, 7, =0.70 H T,,=0.70
IS, HE A0 SR AR D e £ 44 B0 (44) (BT 1 A4 AT BE
SHABEIRE, RAER . WM, 7,=0.90 H T, =
0.95 5 , A H f K e 42 00T AR 1 A A ] A B dt (332)
FE A AR R, A R, S4RHAE Bl B(EHR
2 WEEIZ Wi

AN PR e (4 e T A I Pk R (H 2 S Bl
JEA 2 AB WU/ AT LA — 2 R £
(BIA/NRA TR ) 2Pz 7o 2343 W 2 28, 1 s
) (CRRREAFAi# ) FIIN 8] (S5 264273028 ) TRE IS R, AN
BTERMBHEARIRE PR, Ah, S2g 45 2R S5
AR B G

—A> APK SCHF R I P S FERT AN 2% 3 B
U SHESEEP QUSSR R AN E AT (S S NE IS M (EDO R €1
SERBOANGUR ZRARLBE T R Ge it e B 5%
5 SCPES A AR BB, HAE RO R 5 b 21
Hs BN IR AN K, TR AR A S A LR T
SRR, A UFEIT 322 AR AR R T A AR LS
THAFERT R AT H A Bl RS B8 AR R ™ 8 R
R GEBHIZ O I A B Ar il g b, e )E i A H
PR JS BRI TR B0 FE AT LA T L 22005

F3 wiNTEEHER s
H IR FEIF (/NRUASE) - FEI (IO
TiAbHE 2.946 3.467
55 KRR ER I 3.223 3.854
LS 5 0.009 0.537
ISR AR T 0.414 1.373
W2 0.008 0.011

it 6.600 9.242




. 452 - fiodb T ok R ¥ ¥ R %39 &

W ARG TR HEZ AT i HIREROR ARG R R F AT 5 e mo A D) 82 45 ]

P BRI, A& 4 B aTRUR L ESEididle (Rt il & 78 R AR PR 5 . (H S 56
Ferb bR TR TR KR ) 6 U7 AR o3 T S e A AR AR R R, 75 22

com.adsmongo.adview

org.apache.commons

cn.waps.AppConnect

SR A FAUE] AR SR BRI 5 YA BE SR FEATOEAL (BIAnEE FHIFAT A S AR AR T B ) |

net.youmi.android

Ay
com.google.android 4 g:ll:l: -L/b\
cn.domob.android

com.google.ads

ASCHE T — P I T AR A UM B Android 2
FHACHE ZEAGIN 75 125, 5 7 2 B A0 25 4 L 4 S5 X
T SCIFRAE T, S AN [P AR A3 A 5 €
SER AR R 0T R AT A RIOE AL 2R S

com.baidu.adview

cn.Immob.sdk

org.apache.h
B - : R PRI 0 2 R
U /10° T S AT R S A, T —
B4 ARG R ) FETAERARALIZ 7 i, 38 B R T
A TN AR I R 5 R A 2
5% 3.
[1] Android operating system share worldwide by OS version from 2013 to 2020[ EB/OL]. (2020-07-06) [ 2020-08-23 ]. https://

(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

[10]

[11]

[12]

www.statista.com/ statistics/271774/ share-of-android-platforms-on-mobile-devices-with-android-os/

ZENG Q, LUO L, QIAN Z, et al. Resilient user-side Android application repackaging and tampering detection using crypto-
graphically obfuscated logic bombs[ J]. IEEE Trans on Dependable and Secure Computing, 2019(99) : 1

Martin I, Hernandez J A. CloneSpot; fast detection of Android repackages[ J]. Future Generation Computer Systems, 2019, 94 .
740-748

HE Y, YANG X, HU B, et al. Dynamic privacy leakage analysis of Android third-party libraries[ J]. Journal of Information Se-
curity and Applications, 2019, 46 259-270

KO JS,JOJS, KIMD H, et al. Real time android ransomware detection by analyzed android applications[ C] /2019 Interna-
tional Conference on Electronics, Information, and Communication, 2019

LI L, LI D, BISSYANDE T F, et al. Understanding Android APP piggybacking[ C] /2017 IEEE/ACM 39th International Con-
ference on Software Engineering Companion, 2017

LI L, BISSYANDE T F, KLEIN J. SimiDroid: identifying and explaining similarities in android apps[ C]// 2017 IEEE Trust-
com/ BigDataSE/ICESS, 2017

LIU S, GAN G. Graph structure-based clustering algorithm for Android third-party libraries[ J]. Earth and Environmental Sci-
ence, 2020, 428(1): 012009

ZHOU W, ZHOU Y, GRACE M, et al. Fast scalable detection of piggybacked mobile applications[ C] // Proceedings of the
Third ACM Conference on Data and Application Security and Privacy, 2013

AGRAWAL P, TRIVEDI B. Unstructured data collection from APK files for malware detection| J]. International Journal of Com-
puter Applications, 2020, 176(28) . 42-45

LIN P, CHEN Y. Network security situation assessment based on text sim Hash in big data environment[ J ]. International Journal
Network Security, 2019, 21(4) : 699-708

NG SW, LEISL, LU J, et al. Speeding up simrank computations by polynomial preconditioners[ J]. Applied Numerical Mathe-
matics, 2020, 153. 147-163



52 1) OB, A — PR T AR RLPER) Android 23 AR DN J5 ¥ - 453 -

Structural similarity based common library
detection method for Android

.1 1.2 . 1
MU Zhiying , LI Zhihu”, LI Xiaoyu
1.School of Gyberseusity, Northwestern Polytechnical University, Xi’an 710072, China;
2.China Electric Power Research Institute Co., Ltd, Beijing 100192, China

Abstract; The correct classifying and filtering of common libraries in Android applications can effectively improve
the accuracy of repackaged application detection. However, the existing common library detection methods barely
meet the requirement of large-scale app markets due to the low detection speed caused by their classification rules.
Aiming at this problem, a structural similarity based common library detection method for Android is presented. The
sub-packages with weak association to main package are extracted as common library candidates from the decom-
piled APK ( Android application package) by using PDG ( program dependency graph) method. With package
structures and API calls being used as features, the classifying of those candidates is accomplished through coarse
and fine-grained filtering. The experimental results by using real-world applications as dataset show that the detec-
tion speed of the present method is higher while the accuracy and false positive rate are both ensured. The method is

proved to be efficient and precise.

Keywords: Android; malware; piggybacked; common library
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