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BT EE AL 0 i B PR e A e T BRI RE A R
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{5 B R (information flow tracking , IFT) J7 1%
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tracking, RTLIFT) J5 , ‘B RENS HAZTE AF A7 AL d 2
(register transfer level , RTL) fUHS A JE At I A= BORS B
(1 TFT 245, JEAT 2RI

A 22 A B0 IE Jy T BB N e =
B S RO | BCE T DO R RIEAE SR | 5
H TR 2R BB Rt ASOME R
T2 A AR BE T 58 8 0 S kA% 22 A T e e e A
T R THR B H i 2 A Ik Uy s A B4R
WAL RTL R a9 M2, 78 RTL 2%
T T2 0 2 0 BE Al B 34 05 5 U RN 28 1 %
AT BT E = R 2ih S, AR SR
AT S AR T e 255 T A Yosys, T
H & AR B A R P, 7 SO TRME B O &
BR8N 2 B, I BB R
MRZEWR ETAER SRR

A3 % Aoki Laboratory' ' & A ity 85 i 4 1
b AR AR D A TR A B i RIHLEE I e
PSR A B AT IE AR S, 7T 41l 42 3] vl 2% v i
A FAT DI, X A B R A% v 9 22 42 IR LA S I [
A T A AR S ARSI SR

il
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yl

1.1 BEHERRST

15 BG5BT sl FE 3 7EA SO (5 R
R GBI T R G B S VA 1Y 2 58
FRL . BECHE BB b B i R —
PR LR RALEE 10 & 2 @ 1k, il {5/ A {5
R/ AR . TERURIE S B P AR A R 2 e
FE AL RE  REEE SR 20 BT Th AR 2 A5 45 SR S AR 48
UHTEAESRRY S A DL i A bR 2 R 5 i th B AR
2 It ER A AT e S AR A A RRZE AT LA AL
By 1k S A7 e 4 SR ()i SRR B kA AR
B s, a0 . PREE B m 1T i bR R X
B A A, A DR e o R R 1ok
B DA I B AN W] {5 i

Wk 1 R U R N I TE i A G hR %
TRRERN RS SE R B S AT 5 HRAE,
WP EEAY N — R, B K A M i
HO=K& M,k ,m Flo & AR H bR
%, K,M e {0,1} ,k ,m, 0, € {LOW,HIGH} ,Hr
FrZE“ LOW” AR AL A% R 4 9000 T 1 3k
PR S TS, bR “HIGH” (R B H BB IE T &

AP BN GA B S E A

B L(a) AES o G BIRREZE, Y a, =
1 W ,L(a)=HIGH, Y a, = 0} ,L(a) = LOW, 7EiZ
SRCRAE rhonT i AR DGR SR FH B A AR 2 D
T RRREE , g A A BIARZE S HIGH A =0, %
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M 1 o] DI i i A b A ST B
TIREREE M (1) 2,

o, =Mk, + Km, + km, (1)
x1 FHREEZZDSRENRZEERLL
(m,,M)

(k,,K)
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(LOW,0) (LOW,0) (LOW,0) (LOW,0) (LOW,0)
(LOW,1) (LOW,0) (LOW,1) (HIGH,0) (HIGH,1)
(HIGH,0) (LOW,0) (HIGH,0) (HIGH,0) (HIGH,0)
(HIGH,1) (LOW,0) (HIGH,1) (HIGH,0) (HIGH,1)

ALt , AT A4S 3] 3 5 B A% v At AR 2
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B DT AT DA S5 B AT PR, AR 15 B AR
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15 B AL,

12 EERZEWIE
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TR PR Z IR, 2 42 50Uk BE A5 TIE B — 29l 2 X
W)L A TR R RS R — BT, ARE R
PR 2 AT, R A7 %8 42 50 E /) B 1435 3 7T RE 2
RTL AR B E B4R TN K

FETFRE 5 B I AT Y 28 A B0 TE e A DN 28 5 5
P AT —FFB, RRSMAEA S
AR B AL I8 4T 7 AR IR 1 is
RSN E Z 2w, RAEF IR T,
51 32 2 PR B I8 (AN B I B A ) B, 4
TR A S ERF 224 TR XE LA i A RV A )
RES MR 5 , 15 5 U 43 A J7 2 D) mT A B 4 1) A
LV E

A fm M e o PLEE M e v 3 R IR
1o e O EURAT BRI ) B RS Bk A Al A T
LI %) DX 358, A oE B 5 3R 15 7 Verilog A1 VHDL
HEEfATRE IR, NREH TR Z 2B, FE
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set  key=HIGH

assert data_reg==LOW

122 4 Jm PR IR T AL I UL B IE T A
Yosys A AR A9 2 @ 2900, BV AT 22 AR 26 1 15
B, LB YR AR T 2 290 R o S Bk
WFPIR.

assign 1'b1
assert data_reg_t== 1'b0

key_t=
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2.3 REWIESRKERN

Yosys /&1 3 F Verilog A9 I 25 & 5 5 iiF T
A ZT R SA7H 0T B shfistt, enl Lok
Verilog UL 2 BT 3%, N E T A%
42 JEPERITIRE 1445 JK AT 36 JE % (boolean satisfiability
problem , SAT) >R fi#t 2% .

P 3 ik 1R R A B T TR A I T
R AR HEMREIEZET Yosys LG E 2 4T
P ARG ARE 2.1 35 B9(5 B A T ¥, 0
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P A m R A T 5 AT A SR J5 X B A 4%
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SRR INICE 48 E FUVFEEE L RE B, 18R
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JR PR E WS A B ARG B T8
AR B2, 10, AL P56 Tk b 75 2 £
AR T UE N 2900 HIGH, JF 2% 1k & i 1] 1%
AR LOW BSOS PN D% it B
2912 4 @ PhARic b HIGH, Hih 552 4 Jd v
FRicoh LOW, PR X & — A S T AL e s e, 5
BRI A AR SRR IR LOW X Fie 22
PERBIER AT

set key_ t HIGH

set DEAFAULT_LABEL LOW

assert LOW

B BN Yosys TR 48 4 2 o)
AR B55 5 N LA R PR i E R i

cipher_ready_t

H Yosys Sk T H £ 47 % 4 B0k, 73 B % 5 kA%
LA R R v 2z 42 Ja e LA K BURME R TR 3, WL
SR RAE R L 2R (5 T (H, RIS Yosys Kk
RSN A7 5 S (B R e I A 5 SR
gl 7 B I WA A 2 ATl B8 e 2% WO e
A W S UE R WP A S A5 B AEL, X2 2T 1A R Ak
AT L BGE L, 45 Bl T 240 H 18 S (%1
SRR T DRI, w] ARG A S P 2 4
DT 14 1 S i A LA S I AT

3 LWESH

31 XWRHEEAFR

TR PR R RR 17 AbFEER, 16 GB NAF, 4K
PEER8 9 64 137 Ubuntu 20.04.1 ¥E4E R S8, ik M
gee 9.3.0, LUK 4 Fos & 3 A5 Wi
A EZAR IR R 4B, IR IR A X 2
TS 1P 4%, 5K [ Aoki Laboratory' ',

Yosys {5 B AR e
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3.2 AES BWMEEZZEWIE

1) Xt F M E LA Yosys 25 T H
HATERG BARSR AT P25 G A RN seript 44>, 0
T AES BB A, TS, AR TS
EE

2) XEREJE A R R R T A B X
W 2 Hh 1) B — 3 i T T AT, s T
FEABIE] FA7A ol % 7 DA R (B3 4] 2 S 491
Kk i ST ST = SR BV 9 = pa o oF N
AN ISR BV

3) XA AN G B IR AT BT AR
WY EIE NG5 5 % bR AR DL L i 22
SRR X LG UE 1 2 4 SR R HEAT A A, Xt IR A
KAFF A TR RN 5) | DA B AREE B E 5
PRAE BB &, Bl anAE AES_Comp TP A% %
BN =) i VI 1. | R ol i o - s e el |
B4 B2 A 5 T ) AT F LI g X 3, £l
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LARJFEMIRE T TR, O S B HES A S
TELHEU ] AT TT LI % %8 St AR IR T

set key_t HIGH

set DEFAULT_LABEL LOW

assert Dout_t LOW

Bt 2@ EHIE N Yosys AT 22 220
Rz B b AR . 72 A Bk AR S %85 50
HHMHALRSAF 5 0022 G0N H AT MR 41,
FBR % SOOI A 55 WL bR 28 o 0, 5 R
WM ER L, Sy T e 2 S B A B
Gz i) I s | I AME RUNS L o REsc KO 81 k2 A
AR E 1, BB A5 RbR B E N 0,
0K 5 TS Y bn 2 B AR BCE O 1, TR AL IS
30, B Kin_t=128 'h01, >4 T it 2 P1illtix 2 2 ln
R, 5 BB E B A, A S A P e
WE AR, Y55 LR %% T %Y
LAARENT BV A5 5 L PO RAEE
5 proof-f (Y ZRFREMAEN 1, KT .

assign proof_t=(Dout_t==128 'h01)? 1 : 0;

Yosys HEEI T SAT SKfif a4 , 75 % 2 A h s
I SAT JE A A Sk 4], AT 2 A 3t 38 TE e B A
SR A IR LRy 0, 2 36 UE L, 75 W) 4691 2K
W, T3 b AR R AEAE 8 SAT JE AL S ik
HEATZ A B UERY A sat -prove proof_t 1'b0, %
BB UESS R A 5 Frs, ATLVE 3 A7 AES.
Comp_ENC.Drg_t AY{E ST Kin_t B,

Signal Name Dec Hex

\AES_Comp_ENC.Drg_t

00000000000000000001
\Kin_t

00000000000000000001

K5  AES_Comp # 5L ZIE LI UEL R

MR 28 Bk HORTR Va8 1 4 A, 35 S AT ]
— R Z0) B S AR ), A A BRIk
PR LB R 1, MR 2R 1
LapR% R 1, it Mentor Graphics ModelSim T H:
HEFTAT L 45 B0 45 51 th AU B R & 2 hn % h
1, D Re s B b R HE 2 B B AN 2% 25 R A (B AR S5 1
BIE

K6 s T AES %5 R 5575 A2 0 25 A He i) i A
S5 AR AR IC R R A TR AT AR — R B

HHSC 5% 51 5 ol A 245 SR 4 e TR 45 2% SC o o o
Ho WE 7 Bis B4 B testbench H A SCiR 8 4
O, JUIFE iy iy 11 AT 2 XL 2 85 SR (e, PR R

S AR B 32 BT5 e, BT DL S 0 bt A SR AR
(| N CONE Z B UK (= SNV o o a1 S B Ni1L ha| sie
S ATAS B FE R E B SCH A S T RIBR SO 42 0 1
B MR T A B R A T JE T
FH F ] 05 45 2R T 3 S HE SRR

Encryption Block Key Scheduler
Din [127:0] Add 3 Key [127:0]
32§ 329 324 329Round Key{ 32¥ 32,;’ 32/;
Py P PO Key
L 1 I| Registers
R
- RVAVE VAAVE 7'______
Data &/ i i ﬁ
Register D
=542 1
¥ Y 1
Shift Rows |
I I I
SubBytes|
1/

32-bit|32-bit|32-bit
Slice [Slice |Slice

Rcon[i]

Temporary
Key

Register

EBJ E)—J e-J @~J Add Round Key

6 AES_ Comp % 53 A% N A A i B 112 g

Din_t _128h00000000000000000000000000000000

Kin_t _128'h00000000000000000000000000000001

Dout_Comp_t { 128h000000000000000C

Din _128h00000000000000000000000000000000

Kin _128'h000102030405060708090a0b0c0d0e0f

Dout_Comp ( 128'h000102030405060708090a0b0c0d0e0f

Bl 7 AES S50 58 0% 5 40 82 05 FU P

3.3 RSA BREEZZLWIE

AL % ) Aoki Laboratory“” LAY RSA 2%
SRR AZ A T 2 4 B0y UE N U TR A DU 7 22 4 9 F aok
Rerfr XTI SC B 3 A AR SR 5 2 4
GO FEATAE R o, K PR L AR T E
1, HAAE S ROPREE S 0, %08 3.2 5 iy 5 4
RSA % W 5 ik i AT B 4R 25, OF 77 A5 B
B,

XA A R I S L AT 2 A ik, 1
Mentor Graphics ModelSim 1. 547 B 505 B, 38 1
G305 B AR OE B AR R S UEAR AR 5 bR
S AR KR AR N, BE R
BIf5 5 32" hFFFFFFFF, 2 i — Be ik [] 1 45 )5,
Dout_t {5575 & 32" hFFFFFFFF, BSY_t {5 575 4
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1, Dout §ii th bR A5 5 32 275 Y & UF & 5819,
K 25 b R 2x 52 i i 11, BSY {55 2 54 58 B
bR, 2 IP TN sl F AR Z 5,
BSY {55480 1, i Xt RSA %6 Bk % 1743
BT B AL A B A AT S AR R i, %
FARIE 1 8 H 0 B & B3k A 3 SBPAT ,
BPATA R, 25 T30 RSA FFERZ B ] 3 B
225000 FRVE ] L0 25 5 B RSA W L%
HEAER TR 36

FRIL R AT FL A R R 215 Y YA
TR S Z BTG g, 0 S8BT B E RS
(BSY) %8| Ti55 , X R T HHWH M T BSY 7
5o BTN B S R A B B, O
M N 25 5 AEARR LT T, BB X BSY 15 5 &
B B, 2N 52 UG, BSY {55 B4 0
AN 1, FEE L, BSY 75 AR BSY_t M0 A8
J 1 ATLVE BB S R  T BSY 55, X2 H
FRPE ML 3 BORAE R R AF 7 22 5, 1T BSY
FEH 0 1 R R A T AR, X R T RS
B

W B AR R kS T E, o] LU
S 5 2 58 B 5 A B ] BRoE A

34 IPRZREWIERSE

XF Aoki Laboratory' " H i) 6 A0 B A A% 04T
LAEIE, BA5IER 2 R, S0l (5 B % 2 ik
F{E B i {)i B, DES, AES, Camellia, MISTY1 /I
CAST-128 %5t A% 28 3k &2 A B ik LU s ¥ % 3 A W 5C
B B P I B] A A7 A R 2 0 IR AT
R T LR LR S A S A i S 8 T 8
(1), P Ta) 27 A7 g A AR (A5 AR A7 T i i UGS
RSA % 23T H 2% 51 B354 58 BUE 5 (R B
[ MFIE , XS A% AT IR A e S uE R )
el B, AL B AE A Ubuntu -5 F Yosys 1158
B D1 RE f B #E Windows 2 48 T Mentor Graphics
ModelSim H15E i, X 56 UE Asf [a] A1 9E PR T FE DR AT 48
T 85R5 T3 3, ATLLE Y, DES Fil MISTY1 %1%
AL AR e 05 L BOA 4 20 % 5 sl W SOt

%2 FEBERRERITISFAKNER

P #% 4 m TRiRAT R
RA set Kin_t : =HIGH B T {5 3
assert BSY_t==LOW SECEEHM R

set Kin_t : =HIGH

DES A R 2
assert Dout_t==LOW TR S

set Kin_t : =HIGH

il =
AES set Din_t : =HIGH 3OS
Kin_t 32 k58 =
G0 73:2.,\00000000 assert Dout_t==LOW
Din_t 3:2'h00000000 set Kin_t : =HIGH BT 7
in ' Ce 11 R I
N 3.2 100000000 T 1 T ametia assert Dout,t== LOW /El ﬂ Eg '
Dout_t {— [ 32'nffreref
Dout 3200000000 | i | 5 set Din_t : =HIGH S
- MISTY 1 biline
BSY_t assert Dout_t==LOW e !
BSY
set Din_t : =HIGH .
CAST-128 - PR SO R 2 i
B8 RSA B % e ] Wil 38 17 2% assert Dout_t==LOW
*R3 ZHRZREIEMER
. R AL % 450 TiRelh &
P B Wiarg v HIEGE A LA
UERTEL/s  WIRTHEE/MB B EI/ns BRURTEAE/MB
RSA 4 4 979 450 247.3
DES 74 4 197.25
B SC 25 847.4 265 24.2
AES -
5 22 847.5 30 112.5
Camellia e 31 1 325.85 95 8
MISTY1 HASC 48 1578.16
CAST-128 A 3C 61 2 202.95 1 305 17.5
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4 4 & SEBTEAEB R S B R L 2R A EE BT,

HI TAE G DI RE S UE Ty ¥ O 48 TO v WG e 2 i 0 12
B Ui ok, A SR T AR B R
R i AT B RS A B E, DL Aoki Laboratory
Hh Y R SR A A D 15 B 2 A B IR T
VR I S BREE S SN AR W T SO A
BT A 2 R, R D A 5k T

4B F 45 B T H. Mentor Graphics ModelSim , #£ 17
R, W HURE BRI ER AT A T ELRE I,
It Bl AT 52 R 28 1 28 4k 3 A i RSA %%
TSR A P I T AR T AR . oI b 8] 27 A7
i B U M R A R I R R F R
SRR AR A B AR I ASOR 5 2D e
(R AT B BB 5 e L R
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Cryptographic core design security verification and vulnerability
detection based on information flow analysis

MA Yixin, TANG Shibo, TAN Jing, LI Xuefei, HU Wei

(School of Cyberspace Security, Northwestern Polytechnical University, Xi’an 710072, China)

Abstract ; Cryptographic cores are the key components to enforce information security properties related to confiden-
tiality and integrity. Since the security of a cryptographic core implementation and the security of the cryptographic
algorithm itself from the mathematical perspective are two different problems, cryptographic cores may contain hid-
den security vulnerabilities such as design flaws and side channels. Security analysis methods based on functional
verification rely heavily on the quality of test vectors and usually have low test coverage, which is difficult to meet
the security verification requirements of security-critical components like cryptographic cores. This work proposes a
cryptographic core security verification and vulnerability detection method from the perspective of information flow
security. The proposed method can accurately measure all logical information flows in cryptographic core designs to
formally verify security properties such as confidentiality and integrity. It can detect potential security vulnerabilities
in cryptographic implementations by capturing harmful information flows. Experimental results show that our infor-
mation flow security verification method is effective in detecting sensitive information leakage caused by the design

vulnerabilities and side channels in cryptographic cores.
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