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thr_continue
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1. while ( ¢! = null) do

2 if( map.containsValue( t.name) ) then

3 rule<—map.get ( {.name )

4 instanceGenerator( rule) ;

5. end if

6 if t.char is " thr_suspend"

7

8

9

return 1

end if

if ¢.char is "rand"

10. return f.char

11. end if

19. Emit("do")

20. Emit(":.")

21.  bool var = PROMELAGeneration ( node.secondchild)
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23. PROMELAGeneration ( node.forthchild )
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25. Emit("od")

26. end if
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output: void
. while (t is not null)
if (¢tis TN_.FUNC_CALL) then

line<—t¢.cont

fun_name<«—t.Ilnode.value

1

2

3

4

5. params = t.rnode
6 for( params hasNext( ) )

7 param = params.next( )

8 if param is ASSERT_VAR then

9 param_range<—param

10. fun_name =fun_name+" _stubs"

11. for num in param_range
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Abstract: Based on the PROMELA formal model, this paper studies the techniques for verifying the five types of
fault in the C program; assertion violation, array out-of-bound, null pointer dereference, deadlock and starvation.
Firstly, it establishes two types of mapping rules from the abstract syntax tree nodes of the C program to the
PROMELA model and verifies the attribute-related functions of the PROMELA model. Secondly, according to the
mapping rules, the algorithm for automatically generating the PROMELA formal model from the C program is pro-
posed and theoretically analyzed. Then, based on the PROMELA model, the formal verification technique for the
five types of fault in the C program respectively is given. Finally, the verification scope of the five types of fault is
analyzed. For each type of fault, 12 cases of the C programs are studied. The experimental results demonstrate the

effectiveness of the technique.
Keywords: C program; PROMELA model; software failure; formal verification
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