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2. cre1,7<0 1. for (i,l,,v,) e {(i,l,,v,)lieg| do
3. forveldo 12, crectr+l, ,r—1+f, (i | || v;)
4. while ctr<t do 13. if ctr#n+1 then
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6: ctre—ctr+l, ,r—+f, (i | 1, | v;) 15 else if t+f, (1], | v,) -T+e,a.c 71, then
7. if ctr 7t then 16. return O
8. return 0 17. else
9. else 18. return 1
10. ctr<—ctr+1
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A method for identity authentication and data protection of
terminal storage devices of power internet of things

.1 .2 ) ) 1
HE Pei’, ZHENG Wenbin®, CHI Xiaojin®, CAI Yiting", YAO Hongjing
1.School of Computer Science, Northwestern Polytechnical University, Xi’an 710072, China;

2.State Grid Wenzhou Electric Power Co., Ltd, Wenzhou 325000, China

Abstract: The communication link between the intelligent terminal of the power internet of things and its data cen-
ter has the characteristics of low bandwidth and high delay. Combined with the security requirements of data syn-
chronization and sharing in the ubiquitous internet of things network environment, based on the goal of minimizing
the transmission cost of updated files under the conditions of limited communication resources, this paper designs a
method for dynamic secure storage and verification of lightweight information to realize the information security of a
terminal storage device. The method verifies the integrity of secret files stored in the data center through dynamic
proof of storage ( DyPoS) technology and supports their dynamic modification. At the same time, it supports the in-
cremental update of secret files. For modified files, only modified data blocks are transmitted to the data center to
complete the update without the need to upload the whole file again, thus effectively reducing the calculation over-

head of verification and the communication overhead of transmission.

Keywords: power internet of things; terminal; identity authentication; data protection; dynamic proof of

storage ; security
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