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A logic obfuscation attack method based on gate-level
information flow tracing techniques

LIU Liang', ZHU Jiacheng®, ZHANG Zhe', SHEN Lixiang’,
SUN Yufeng', MU Dejun’

1.Beijing Smart-Chip Microelectronics Technology Co.,Ltd., Beijing 100000, China;
2.Shenzhen Research Institute of Northwestern Polytechnical University, Xi’an 710072, China

Abstract ; Logical obfuscation technique is a mainstream technical means to achieve intellectual property protection
and prevent reverse engineering. In this paper, we propose a logical obfuscation attack method based on the gate-
level information flow tracking technique, using the information flow analysis method at the gate-level abstraction
level, establishing an information flow model, constraining the output and its contamination labels, and solving the
obfuscation key sequence satisfying the constraints using an SAT solver. The experimental results show that the
attack method has good cracking effect and efficiency for benchmarks generated by five obfuscated encryption algo-

rithms with two test area costs.

Keywords: logic obfuscation attack; gate level information flow tracking; integrated circuits; intellectual

property protection
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