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Hardware security and reliability verification based on
fault propagation model

R . 2 1 .. 2 . -1 .2
ZHANG Xige , ZHU Jiacheng”, MA Jun , SHEN Lixiang”, ZHOU Jiahui', MU Dejun
1.Beijing Smart-Chip Microelectronics Technology Co.,Ltd., Beijing 100000, China;
2.Shenzhen Research Institute of Northwestern Polytechnical University, Shenzhen 518057, China

Abstract; Large scale integrate circuits is facing serious threat such as design vulnerabilities, side channels, and
hardware Trojans. Traditional functional verification method is difficult to ensure high test coverage, and it is also
difficult to detect security vulnerabilities such as side channels and stealthy hardware Trojans. Formal verification
methods focus on the equivalence and functional correctness of design, and are difficult to meet security and relia-
bility verification needs. The present work proposes a hardware security and reliability verification method from for-
mal model. The present method can develop formal models for describing the security and reliability behaviour of
hardware designs. It can detect potential security vulnerabilities in hardware designs. Experimental results show that
the verification method is effective in detecting sensitive information leakage and modification caused by side chan-

nels and hardware Trojans.

Keywords: formal model; fault effect analysis; vulnerability detection; hardware security
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